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Conlment
GENERATINGSECURITY:Our centralized powergrid is an invitation
to terrorists to attack. The sooner wereconfigureit like the Internet,
thebetter,sayseconomicfuturistJEREMYIIFKIN

Bracefor thenextattack
; " . .. Its oruy by- Internet access to form the beginnings of

It has been a year smce the al-Qaeda [lydr()gen IS cl~an energyheat and ure hydrogen-energy webs (HEWs),Soon, endt

.

errorists struck the WorldTrade~~n- pr9~llcts,w~ ~um1 ' ~efuels to h:dro~ users willnot only produc
.

e their own hy-ter towers and the Pentagon, killing wafer. The s om oss , ., and drogen and electricity but be able to'
rrifi

' th will tly reduce CO enusslOns ,
nearly 3,000people, Asho case gen. grea ff. ... f lobal share both with others (peer-to-peer en-

attacks were on 9/11, they were more nU,tig~te the long-term e ects 0 g ergy sharing) - posing a fundamentalsymbolic in nature, designed to destroy warp:ung. "
d challen ge to the top-down unidirectional..

f
' '

d mili' <rt.. kind Of secun ty conSI era- , '
dthe Icons 0 Amencan economIC an - lcUesame. are energy regime currently IIIplace aroun

tary power. What really has government tions that gave birth to the Inte~~et all the world,
officials and business leaders in Jhe now being used by advocates 0 oc y The consequences of connecting every
United States and Canada worried is the generated hydrogen ene~~, The Pent~gon owner of a fuel-cell micro power plant
pr<;>spectthat the next time, terrorists will created the- precursor to the I?,ternet in with every other owner in an energy-shar-
strike at the heart of the system, th~ power the late 1960s because the military, was ing network will be as profound and far
grid itself, crippling a ,large swath of,the concerned about the potential ~era~il- reaching as was the development of the
economy and paralyzmg urban socIety, ity to attack or other forms of disruption
An attack on North America's power grid of centrally controlled communicatiOI,1
could have serious cOnsequences for the operations. They sought a new kind of de'-
entire global economy, . ! centralized communications medium in

And our power grid is increasingly vul- which all of the parties could produce and
nerable. Even before the Sept. 11 attacks, send information to, and receive informa-
government officials worried that power tion from each other. in a way that would
plants, transmission lines and the tele- continue to function even if part of the
com.munications infrastructure coul.d be system was disrupted or destroyed.
targets for terrorists. In 1997, presIdent The solution came in the. form of the

BillClinton's Commission on Critical In- ARPANET,developed by the Defence De- World Wide Web in the 1990s. When en~
fra.structure Protection issued a ~arning parinient's Advanced Research Projec,ts users also become the produce~s of thelf
thar cyberterrorists' next target nught be Agency. ,When ARPANET shut do~ Ifl energy, existing power pla~~ will change
the computer programs at the power- 199O,the National Science Foundation s their role and become VIrtual power
s~tching centres that move electricity net became the main vehicle for connect- plants" that can manufacture. and market
aroUnd the country, .wreaking ~av~c on ing'computers and eventually metamor- fuel cells, bundle energy servIces and ~o-
the nation's econonuc and socIal mfra- ph.osed into the Internet. ordinate the flow of energy over the eXlst-
sql\ctures. And Richard A. Clarke, who Individual hydrogen-powered fuel cells ing power grids.
he~:ds the cyberterrorism efforts of the are analogous to those personal comput- .In the new hydrogen fuel"cell era, e:ren
Bqsh administration, warns of an ers .that were first introduced into the the automobile will be a "power st~tlOn
"e{ectronic Pearl Harbor." market in the 1980s. Personal computers on wheels," with a generating capacIty of

.IiI recent months, more troubling U.S. replaced centralized main frames and al- 20 kilowatts. Because the average car is
, Departinent of Defence intelligence re- lowed millions of people to become both parked most of the time, it can be plugged

P9tt~coming fr<;>mthe field suggest ~at the producers and consumers of their own in during non:u~e hour~ to the ~o~e, of-
al~Qileda operatives have been prepanng . content. Commercial fuel cells powered fice or the mam mteractIve electrIcIty net-

. a~a:i*~ on pow~r facilities and that ~e~ by hydrogen are just now being intro- work, providing premium ~lectricity back
pl<p]PIllgscenanos are far more sophisti- duced into the market for home, office to the grid. The revenue gamed from sell-

, cated than previously thought.. , and industrial use. The major auto makers ing energy back to the grid could help ~e-
~iJe o~ real answe! ~o the incre,asmg have spent f!1orethan $2-billion (U.S.)de- fray the cost of the lease or purchase I?nce

vum.~rabjlity of ~e eXIStingpower infra- veloping hydrogen cars, buse~ and trucks; of the vehicle. !f just 25 per ce.nt of drivers
strl1~ture to terronst threats, say some ex- thefust mass produced vehicles are ex- used their vehIcles as power plants to sell
peltS, is to move to energy that, could be pected to be on the road in just a few energy back to the grid, Canada could
gep~rated locally and decentralize power years. eliminate its power plants altogether.
gn.4~.\,. Like personal computers, hydrogen- Better yet, hydrogen power has the po-

B9W? In the near future, renewable . . tential to end the world's reliance on Im-
soUJ:ces of. energy. -includingwind, powered fuel cells allow end users to be- i ted oil; it would help diffuse theh
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phOtOvoltaic .. geotheIIiial and. bio- come the producers and consumers of , por I
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t lout between us 1m mIei:i.~rate electricity locally, and that generation, tee ce s are JUs I .
~1~2.~ity, in turn, will be used to electrci- n<;>wbecoming conne~te.d to each other ern natIOns.
1~~:Waterandseparate outhydrogen that WIth the help of ~O'phlstlcated c~mputer
.cah'be used to power fuel cells. . software, smart digItal technologIes, and

Thesame kindof security
considerationsthat gavebirth
to the Internet are nowbeing
used byadvocates of locally
generated hydrogenenergy.



The existing pawer grid was designed to.
ensure a ane-way flaw af energy fram a
central saurce to. all end users. Befare hy-

dragen-.energy webs can be fully actua-
lized, we must redesign existing pawer
grids to.assure easy access to.the web, and
a smaath flaw af energy services aver the
web. Cannecting thausands and then mil-
lians af fuel cells to.main grids will require
saphisticated dispatch-and-cantral mech-
anisms to.route energy traffic during peak
and nan-peakperiads, .

This new infrastructure will require in-
vestment; so.will the many new cammer-
cial ventures. accampanying the ne~
energy regime - especially the saftware
and smart technalagies to.manage hydra-.
gen-energy webs. But we naw have the
paten~al to. demacratize energy, and to.
make aur ecanamy and'saciety less vul-
nerable to. terrarist attacks ar ailshart-
ages. The road to. glabal security lies in
lessening aur dependence an Middle East-
ail and assuring everyone an Earth access
to. the energy they need. The hydragen"
ecanamy cap. be a praIDissary nate far a
saferwarld. .

Jeremy Rifkin is president of the
Foundation on Economic Trends in
Washington. His latest book, The
Hydrogen Ecanamy: The Creatian af the
WarldWide EnergyWeb and the
Redistributian afPaweran Earth, will be
pub.lished tomorrow..


